L USNRCG Vulnerability Assessments

Protecting People and the Environment

 Conducted evaluations and consequence
analyses for all nuclear facilities

» Nuclear power plants
v' Aircraft impact studies
v" Vehicle and water-borne improvised explosive attacks
v'  Assessment of adversary force characteristics
— Varying weapons and characteristics

— Differing modes of attack



* USNRC Revised
s Design Basis Threat
(DBT)

 Based on available threat information
 Expanded adversary characteristics

 DBT Is used to assess the level of threat
against which licensees must realistically
be expected to defend with high assurance



7 USNRC Regulatory Oversight/

Un db s Nuclea Rgl y Commission

Prowcing Pople and the Environmers Performance Assessment

e Nuclear Power Plant Orders
— Revised DBT

e Inspection Program
— Baseline
— Force-On-Force



) USNRC Force-On-Force

e Active Insider
e Attack from owner-controlled area

 Mock adversary force
— Experienced with specialized training skills

e Extensive exercise controller functions

« Use of Multiple Integrated Laser
Equipment (MILES)

« 3 nighttime exercises
e Target sets



?USNRC

s e Security Goal Strategies

Use intelligence information and security
assessment to maintain realistic and effective
security requirements and mitigation measures

Share security information with appropriate
stakeholders

Oversee licensee performance through
Inspections and force-on-force exercises

Control the handling and storage of sensitive
security information

Use a risk-informed approach ;
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